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BBenenue

[TotepneBmMME OT KUOEPIPECTYIUICHUN SBISIIOTCS TpaxkaaHe abCONIOTHO BCeX
KaTeropuii, BKIIIOYas KaK COLMAIbHO-HE3alIUIICHHbIC CJIOM HacelleHUus (MHBaJIUIbI,
MIEHCUOHEPHI, HECOBEPIICHHOJIETHUE), TaK U JIIOJY, 3aHUMAIOIINE PYKOBOJIAIINE TTOCTHI
B OpraHuzanusx (MpeanpusTusix) Bcex (popM COOCTBEHHOCTH, MUMEIOIIUE HECKOJIBKO
BBICIINX 00pa30BaHUM.

370yMBINIUICHHUKAMUA ~ HMCHOJB3YIOTCSI U3O0UIPEHHBIC CIOCOObl  «BBIMAHUBASH
JIEHEKHBIX CPENICTB, JUIsl YEro HCIMOJIb3YIOTCS Pa3IMYHBIE «IETE€HIbD», MOCPEICTBOM
U3JI0KEHHUS] KOTOPBIX OKa3bIBAETCS ICHXOJIOTMUECKOE BO3JCHCTBHE HA TpaxkKIaH,
KOTOPBIE MO €r0 BO3ACHCTBUEM BBIINOIHAIOT BCE KOMAH/IbI 3JI0yMBIIIJIEHHUKOB. MHOrHe
U3 T[OTEpNEeBIIMX B  JaJbHEWIIeM B  XO0JA€ OOWIEHUS C  COTPYIHHKaMU
IIPaBOOXPAHUTENIBHBIX OPraHOB COOONIAIOT, YTO JEHCTBOBAIM «IOJ THIIHO30M», B
pe3ynbrare NpopecCuoOHaANbHOW MAHUITYJISIIIUU CO CTOPOHBI MPECTYITHUKOB.

B xone coBepiieHHs NPECTYIIEHUN 3JI0YMBINUIEHHUKN UCIOJIb3YIOT 3BOHKH C
HOMEPOB, BU3yaJIbHO MPHUOJIMKEHHBIX K HOMEpaM TeJae(OHOB MPaBOOXPAHUTEIbHBIX
OpraHoB, ciy>k0 06aHkoB (HampuMmep 3BOHKHM Ha Batcan ¢ Homepa +900, 900, torna
Kak odunmaibHbiii Homep Coepoanka 900).

PacnpocTpaneHHbIE CIIOCO0OLI COBEPIICHUS MPECTYIJICHU:

1. CMC ot paGoTroaareJs.

[TotepneBmemy noctynaer CMC cooliieHue uiau cCoOOIIeHHE B MECCEHIKepe
ot padotonarens. O ToM, 4TO ¢ HUM B Onmkaiiiiee Bpems cBsikeTcs: coTpyaHuk OCh nnm
WHON OpraHM3aluu W CIEeIyeT ¢ HUM TO0OOIIaThCs, a TaKKe HAIMpaBIseT CCBHUIKY
B MecceHpkepe TenerpaM 1o KOTOpou Hy»KHO ITPOUTH.

[Tocie 3TOro 3BOHUT COTPYAHUK C HMMEHEM YKa3aHHBIM PYKOBOJUTEIEM
U COOOIIAeT O MOMbITKaX MepeBojia JUUHBIX cOepekKeHNN HA MHOCTPAHHBIE cYeTa, JIM0o
(duHaHCcHpoBaHue TeppopusMa, inbo BC Ykpaunsl u T.1.

B nensx npecedeHust mpecTymHBIX ONepalyii MoTepIeBIIero yOeK1atoT IpepBaTh
TpaH3aKIMK ITyTeM NepeBojia JICHET (JIMYHBIX HAKOTUICHUH WUJI MYTEeM B3STHUSI KPEIUTA)
Ha CYET, YKa3aHHBIN 3JI0yMBIILICHHUKAMHU.

YTo nesaTh B 3TOM CUTyallMH:

[IpoBepuTh HOMEP C KOTOPOTO MPHIIIO COOOIIEHHE, CBEPUTH €r0 C PEAIbHBIM
TenedOHHBIM HOMEpOM aboHEHTa (paboToaaTesns).

Jist  mpoBepkM  MOJJIMHHOCTH — ajfpecaTa HEOOXOJAMMO TO3BOHHUTH €My
C MCIIOJb30BAHUEM JPYTUX CPEIACTB CBSI3M M YTOYHWUTH OTHPABISUI JM OH JIAHHOE
COOOIIIEHHE.

Ecnu HeT coMHEeHuM, 4TO 3TO 3JI0YMBIIIIEHHUK, TO HEOOXOAUMO 3a0JIOKUPOBATH
ATOTO a0OHEHTa U yJaduTh coobuieHue. Hu B koeM cilydae He BCTYNaTh B MEPENUCKY
U HE MIePEXOIUTh 0 CChLIKaM, COJICPIKAIIUMCS B COOOIIICHHH.

B cnyyae eciu BbI PO 1O CCHUTKE HE3aMEJIUTEIbHO U3MEHUTE TTAPOJIh CBOETO

akkayHTa B Teyerpam, mpoBepbTE yCTPOMCTBA, MOJAKIOUYECHHBIE K BallleMy aKKayHTY.
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VY nanute mo0ble HE3HAKOMBIE yCTpoiicTBa. OOpaTuTech B city:k0y noaaepxku Tenerpam
U cool0umTe O TMpous3oleAneM. YOeauTech, UYTO BKJIIOYEHA JABYX(aKTOpHas
ayTeHTU(UKALWS JJIs1 JOMOJHUTEIIbHOM 3aIlIUTHI BAIlleT0 akKayHTa. byibTe 0CTOPOKHBI
C JIFOOBIMH IPYTUMU TTOA03PUTEIBHBIMHI CCHUTKAMU M COOOILIEHHUSIMH.

2. 3710yMBIIIJIEHHUKH «MPOJAAI0T» Ballly KBAPTHPY UJIM ABTOMOOMJIb.

3BOHMBIIME MPEJCTABISAIOTCS  MPEJICTABUTENSIMU  CIYKObl  ©6€30mMacHOCTU
KoMMepueckoro  Oanka, [ocycmyr, IlenTtpansHoro ©Oanka Poccuu, mnmbo
MIPABOOXPAHUTEIIBHOTO OPraHa.

Coo0011a10T 0 TOM, YTO BaIllM MEPCOHATBHBIC JAHHBIE C TUYHOTO KaOMHETa YTEKIIN
U Tenepb MPECTYIMHUKH MOTYT OT Balllero UMEHU MPOJIaTh KBApTUPY MO0 aBTOMOOUIIb,
UCITOJIb3Ysl 3JIEKTPOHHO-LIU(PPOBYIO MOAIHUCH.

B nenax 3amuTel Bac yOEKIal0T CPOUYHO MX MPOAATH — MEPEBECTU BHIPYUEHHBIE
JIEHBI'M Ha «3aIUIIEHHBIN KaHam», «0€30MMaCHBIN CUET», KPE3EPBHYIO STUCUKY».

Yro ges1aTh B 3TOM CUTYAllUU:

[IpexkpaTuTh pa3roBop U MEPE3BOHUTh HAa OQPUUHUAIBHYIO TOPAYYIO JIMHUIO
YUPEXJIEHUS, IPOBEPUTH COOOILIEHHYIO HH(POPMAIHIO.

Cnenyer oOpaTuTh BHUMAHHUE, YTO YUPEXKJEHHUS HE 3BOHAT C HCIIOJIb30BAHUEM
MECCEHPKEPOB.

3. [lepeBoa neHer HA «0e30MACHBIN CYET», AKOOBI 1JIS UX COXPAHHOCTH.

3BOHMBIINE MPEACTABISIIOTCA JIMOO TMPEACTABUTEISIMU CIIYKObl 0€30MacHOCTH
KoMMepueckoro Oanka, IlenTpanbHoro Oanka Poccuu, nmub0 NpaBOOXpaHUTEITHLHOTO
opraHa ¥ COOOIIal0T, YTO MOIIIEHHUKH C UCTIOJIb30BAHUEM BAIIMX ITEPCOHAIBHBIX TAHHBIX
0 OPMIISIOT KPEIUTHI B Pa3IMUHBIX OaHKAX | ISl TOTO, YTOOBI MPEOTBPATHTH XUIIICHHE
JIeHeT ¢ 0AaHKOBCKOTO cueTa BaM HEOOXOAMMO JIMYHBIE COEPEKEHUsI CPOUHO TEPEBECTH
Ha «Oe3omacHple cueTa». B Xxome pganbHEHmero OOMIEHWS BaM COOOIIAIOT
0 He0OXoAMMOCTH O0(hOPMIIEHHUSI KPEITUTOB U UX MEPEBOA.

Crnengyer OTMETUTBH, YTO Balle OOILIEHUE CO 3JIOYMBIIUICHHUKAMU MOXET OBbITh
JUTUTEIIbHBIM, B HEKOTOPBIX CIy4asx OCYIIECTBIISIETCS B TE€UYCHHE HECKOJIbKUX MECSIIEB,
UCIIOJIB3YeTCsl KaK Tene(oHHas CBA3b, TaK W OOIICHHE IMOCPEICTBOM MECCEHIKEPOB
(Barcam, Baiidep, Tenerpam u T.1.).

Eme onna pa3HOBUIHOCTH TPECTYMHOM CXEMbI — KOIJIa 3BOHSAT SIKOOBI
COTPYHUKH NMPABOOXPAHUTEIBHBIX OPraHOB M COOOIIAKT YTO B OTHOILIEHUHM BAC
BO30Y:K€HO YTrOJIOBHOE [1€JI0 B CBSI3M ¢ (PMHAHCHPOBAHHEM 3IKCTPEMUCTKOM,
TePPOPUCTHYECKON /eATEJBLHOCTH, TOCKOIbKY C Bamero OaHKOBCKOTO cueTa
OCYIIIECTBIICH MEPEBOJI JCHEKHBIX CPEJCTB B HEPYKECTBEHHOE TOCYIapCTBO.

B Xxone oOmieHHs 3TOYMBINIUICHHHKHA MOTYT MPUCHUIATh ()OTO YIOCTOBEPCHHIA,
MOBECTOK, TOCTAHOBIEHWH O BO30YKICHHWW  YTOJOBHOTO  Jiefla, TMOJIHUCOK
O HEpA3IJIALICHUH CIIEICTBEHHON TalHbI U T.J.

Yro neaaTh B ITOM CUTyaAlNU:

[IpexpaTuTh pasroBOp W MEPE3BOHUTH Ha OQPHUIMATIBHYIO TOPSYYIO JIMHHUIO
yapexAeHUs, TPOBEPUTH COOOIIaeMy10 HHGOPMAIIHIO.

Crnenyer oOpaTuTh BHUMAaHUE, YTO YUPESXKICHHS HE 3BOHSAT C HCIIOJIH30BAHUEM
MECCEH/IKEPOB.
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Kpome TOro, cinemyer MOMHHTH, YTO «O€30MacCHBIX CUYETOB» HE CYIIECTBYET,
a mnpexacrasutenu llenTpasbHoro banka Poccum, He OCylIeCTBISIIOT — padoTy
C GUBHYECKUMU JIUIIAMH.

4. 3BOHOK 3JI0yMbIIUIEHHUKA MO BUAOM MOOWIBHBIX OII€EPATOPOB, KOTOpPbIE
CO00IIAKT, YTO CPOK JeiCTBHS Balleidl CHM-KapThl HCTEK JU00 MCTEKAaeT J0r0BOP
00CIYyKMBaHUSI, a JJIA €ro MNPOJJIeHHs He00X0AUMO COOOINMTHb KOJI, KOTOPBIU
noctynut B CMC, nmubo MmpoiTH MO CChUIKE, B MPOTUBHOM Clydae CUM-Kapra Oyner
3a0JI0KMpOBaHa.

BaxxHo 3HaTh, 4TO y CHM-KapThl HET CpOKa JACHCTBUS, COTOBBIE OMNEPATOPHI
MIEPEBBIMYCKAIOT CUM-KapThI TOJIBKO TI0 TIPOChOe MoTpeduTeNnel B cirydae GU3nIeCKOTro
M3HOCA, TOTepH, HEOOXOIUMOCTH ApyToro (popmara.

BrinonHuB TpeboBaHUs MOIIEHHUKOB U cooOuuB koA u3 CMC, nubo mpoiins
10 CCBUIKE BBl OTJACT€ B PYKH 3J0YMBIILICHHUKOB JIOCTYIl B CBOW JIMUYHBINA KaOWMHET
Ha caifTe omeparopa CBs3M, IOCIE€ YEro MOIICHHUKHM HMMEIOT BO3MOXKHOCTD
YCTaHABJIMBATh IEPEAPECalNI0 COOOIICHUI Ha HYXHBIH UM HOMEp, YTO IO3BOJIUT
CMEHUTH MapoJib OT MOOMJIHLHOTO OaHKa U MOXUTHUTH JICHEKHBIE CPEJICTBA.

Bropast pa3HOBUJTHOCTh TaKMX MPECTYIUICHUH — 3BOHOK 3JI0YMBIILJIEHHHKA 00
HCTEYEHUHM CPOKA JAelCTBUSI MEIUIMHCKOIO CTPAXOBOIr0 MOJHCA, a VIS €ero
npoayieHust HeoOxoaumMo coodmmTh koa u3 CMC pocryna k akkayHTy [ocycnyr,
B JlajpHEIeM cieayeT odopmiIeHHE 3asgBOK Ha KpEIuThl B OaHKaX, MOJTy4YEHUE
MEPCOHANIBHBIX JAHHBIX, TAKUX KaK CBEJEHUS O J0X0J]1aX, HAIMYUe 0AaHKOBCKUX CUETOB
U T.JI.

Yro ges1aTh B 3TOM CUTYAllUU:

[IpekpaTtuts pazroBop.

Ecnau Bbl coobmmm koa u3 CMC HeoOXOIuMO HE3aMEIJIUTEIbHO OOpaTUThCS
K COTOBOMY ONEPATOPY € MPOCh00il 3a0I0KHpOBaTh HOMED TenedoHa.

B ciyuae I'ocyciyr HeoOxoauMo 3a0JI0KUPOBATh CBOIO YUETHYIO 3anuch. Crenath
3TO MOXKHO JIMOO yepe3 MOOUIIbHOE MpuiiokeHue ['ocyciyru, 1100 yepe3 TEXMOANCPKKY
M®OII, mu6o nmuuno obpartuthesi B MOL.

5. Cnaua HAJIOTOBBIX JEKJIAPALMH U CIIPABOK 0 J10X0JaX.

3BOHUBIIKE MNPEACTABISAIOTCS COTPYIHUKAMU ['OCyciyr, ynpaBieHUs MO JeaaMm
[Ipesunenta Poccun, coo01maroT, 4To B paMKax JACKIapallMOHHON KaMITAaHUH MTPOBEPSIIOT
NEePCOHANIbHBIE JaHHBIC JIUI, CIAABIIMX HAJIOTOBBIC JEKJIapaluu 00 JeKiIapanuu
0 JI0X0JIaX.

Co CJ10B 3710YMBIIIIJICHHUKOB — JJIsI IOJTBEPIKICHUS CIIEyeT Ha3BaTh MACIOPTHHIC
nansabie U kog u3 CMC. Pe3ynbraT — criucaHue JIGHET ¢ BallluX CUETOB, OPOpPMIICHHE
Ha Ballle UMs KpEJIUTA.

Yro ges1aTh B 3TOM CUTYAIIUN:

[Ipexparuts pa3rosop.

Huxorna He coobmaiite nmo tenedony kox uz CMC, a Takxke CBOM EepCOHATbHBIC
nanusie (macropra, UHH, CHUJIC, Homepa 6aHKOBCKUX KapT, U T.11.)

Ecnu Bo1 coobutunu kox 3 CMC 1y1st ToATBEP K ACHHS TpaH3aKIuu (OaHKOBCKOTO
nepeBo/ia) HEoOXOAMMO HE3aMEITUTEIHbHO OOpaTUTHCA Ha TOPSYYI0 JIMHUIO OaHKa



¥ COOOIIUTH O JaHHOM (paKTe.

B cnyuwae B3noma yderHoil 3ammcu [ocycnyr HeoOXoammo 3a0JI0KUpPOBATH
YYETHYIO0 3anuch. Caenarb 3T0 MOKHO JIN0O yepe3 MOOMIbHOE pHIIoKeHue [ ocycnyry,
au60 yepes rexnoanepxky M®OLI, mu6o nuuno odbpatutbes B MODII,.

6. B3jom Jan00 KonmMpoBaHHE AKKAYHTa IO0JIb30BaTeJIsi B MeCCEHIKepax
Barcan, BaiiGep, Teserpam, coumajJbHbIX ceTedd BkOHTakTe U JanbHElIIee
HalpaBJICHUE CTCHEPUPOBAHHBIX HUCKYCCTBEHHBIM  HMHTEUIEKTOM  (HEHPOCETHIO)
rOJIOCOBBIX JIMOO BHACO COOOIIEHHWH OT MMEHHW BaIllero 3HAKOMOTO, POJHBIX, KOJUIET
U T.J. (Y KOTOPBIX paHee B3JIOMaJIM aKKayHT), KOTOPhIE MOJHOCTHIO KOMMUPYIOT UX TOJI0C
U BHUACOM300paKEHUE, UCMOJB3Yysl MPU ATOM paHee OTHPABICHHBIE BUACO U ayAHO
COOOIIIEHHS BaIIEr0 3HAKOMOTO.

A nanple BCe 10 TUITUYHOW CXEME — Y BaC MPOCAT OJOJKUTH B3aUMBbl, TPUCHLIAIOT
(0oTO OAaHKOBCKOM KapThl AJI IEPEBOAA IEHEKHBIX CPEACTB.

Yro gesiaTh B 3TOM CUTYaAllUU:

B nanHo#l cuTyanuu Ba)KHO yOEIUTBHCS, YTO BbI OOIA€TECh MMEHHO C BalllMM
3HAKOMBIM, CBSI3aBIIMCH C HUM MCIIOJIb3Ys APYTHE CPEICTBA CBS3H.

CnenaB 310, BBI 00€301acuTe ce0s 1 MpeaynpeauTe Baliero 3HaKkOMOro 0 TOM, 4TO
OT €r0 UMCHH JICUCTBYIOT MOIIIEHHUKH U BO3MOYKHO €TI0 aKKayHT ObLT B3JIOMaH.

Jlns Toro, 4yTroOBl HE IOTEPATHh KOHTPOJb HAJ BalllMM aKKayHTOM HHKOTI/Ia
HE TMEPEeXOJUTE MO HE3HAKOMBIM  CChUIKAaM, HE CKayuBalTe IMPOrpamMMbl
13 HEMOATBEPKJACHHBIX UCTOYHHUKOB, UCIIOIB3YHTE IBYX(DAKTOPHYIO ayTECHTH(PHUKAIINIO
BallIMX aKKayHTOB.

7. XulIeHne IeHesKHbIX CpeIcTB Yepe3 cucteMy ObIcTpbIX miartexei (CBII).

Hanpumep, nokynaTtens Ha caliTe OCTaBJISIET 3asBKY Ha TPUOOPETEHHUE TOBApa, EMY
MOCTYMNaeT 3BOHOK SIKOOBI OT COTPYJHMKA Marasusa, MpejjaraeTcs CKHAKa Ha ToBap,
HO TOJbKO Tpu ycioBum omtatel yepe3 CBII mmu QR-komy, 3aTeM 370YMBITIUICHHUK
MPUCHIJIAET B MECCEHKEP CCBUIKY, BEAYIIYIO Ha cTpaHuily ¢ Gopmoii omnatel mo QR-
kony. [lokymnarens moaTBepKAACT MIIATEX U JCHEXKHBIE CPEICTBA MOCTYNAOT HA CUET
MOILICHHUKA.

Yto nesaTh B 3TOM CUTyallMH:

BakHO B TaKOM CHUTyaIlH CBS3aThCs CO CIIYKOOM IMOICPKKH OHJIaH-MarasuHa,
yepe3 opUIMaIbHBIN CalT WM mpuioxkeHue. He coxpaHaTh A OmjaThl B JTUYHBIX
kKaOuHeTax OAHKOBCKHE KapThl, MPU BO3MOXKHOCTH 3aBEIUTE OTACIBHYIO KapTy s
OTIaThl MOKYIIOK OHJIAMH.

8. 3apaboToxk Ha Oupike, 3aMaHUBaHHEe NMPUOLLILHHLIMH WHBECTHIMSIMHU —
MOJIYYMBILAS IIMPOKOE PACIPOCTPAHECHHE B IOCIEAHEE BpPEMsI CXEMa, B PE3yJbTarTe
UCIIOJIb30BAaHUSL KOTOPOM MpuuMHsEeTCs HauOosiee KpymnHbId ymepd. Ilpectynuukamu
co3faeTcss  MaKCHUMallbHash  BUJUMOCTh  TOrO, 4YTO  OOIIEHHE  MPOUCXOIAUT
C MPEeACTaBUTEIAMHU KPYITHON MHBECTUIIMOHHOW TUIOLIAAKU, UX CAUThl UMEIOT BUIUMOE
CXOJCTBO C OaHKOBCKMMH opranuzanusmu (Hampumep, ['asmpom-unBectuniuu, PBK-
uHBecTUINH, TUHBKOD(D-UHBECTUIINH U T.J.), HA3HAYAETCS JIMYHBIN Opokep, oOlIeHne
C KOTOPBIM MOJKET OCYILECTBIATHCS AAXKE MOCPEICTBOM BUIACO3BOHKOB.
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[Tonq wx pyKOBOACTBOM cCO3daeTCs SKOOBI JUYHBIA KaOWHET Ha TOPrOBOU
IJIOMIAKEe, B KOTOPOM OTOOPaKArOTCSl BCE BHECCHHBIC JCHEKHBIC CPEICTBA, U MIPUOBLITE.
OnHako UX JaJbHEUIIINN BBIBOJ HEBO3MOKEH.

YTo nesaTh B 3TOM CUTyalMH:

UrnopupoBath nmnpejioxeHue. bpITh OIUTENBHBIM W HE  MOJJIaBaThCs
Ha MaHUIYJISIIMM MOIIEHHUKOB. [IpoBEpsITh M3 APYTrUX MCTOYHUKOB IPEICTABICHHYIO
BaM uHpopmanuto. Cieayer oOpaTUTh BHHUMaHHE Ha HOMeEpa TeIe(OHOB C KOTOPBIX
MOCTYNIJIO TPEIJI0KEHNUE, @ TAKXKE TO, YTO KOMMEPUYECKHE OpPraHU3alliyd HE 3BOHSAT
C UCIIOJIb30BAHUEM MECCEHIKEPOB.

9. PacchliIKa HAJIOTOBBIX MUCEM O BbISIBJEHUH MOI03PUTEIBLHBIX TPAH3AKIIHIA
U AKTHBHOCTH HAJIOTOILIATE/IbIIUKA.

B noanensHOM cOOOIIEHUU TIpeiaraeTcsi MPOUTH JIOMOTHUTEIBHYIO MPOBEPKY
U MPEJOCTABUTh CBEJICHMS IO 3alpoCy HAJOrOBOM CiIy»Obl. Tak MOIIIEHHUKH MOTYT
3alpPOCUTH KaCCOBBIE TOKYMEHTHI, cueTa-(PaKkTyphl, OTYETHHIE TOKYMEHTHI.

Jlanee myisi MPOXOXKICHUSI MPOBEPKU MpeasiaraeTcsi oOpaTUThCS K YKa3aHHOMY
B [IMUCbME UHCIIEKTOPY MO yTpo30i OJOKUPOBKU CYETOB HAJIOTOILIATEIbIIUKA.

Yro gesarpb B ITOM CUTYAllUU:

UrnopupoBats coobmienue. Baxxno nomuuts, uro ®HC He pacchuiaeT Takoro
pola mWcbMa W HE WMMEET OTHOLIEHUMs K HHUM, Takhe I[UCbMa OTKpPHIBATh
HE PEKOMEHYETCS, KaK U NIEPEXOAUTH 110 CChUIKAM.

10. Cxema «Bam poactBeHHuk nonaJu B JITID», Haubosee moaBepKeHbI JAHHOMY
BUJIy TPECTYIUICHUN TMOXKUJIbIE TPaKJIaHe. 3JOYMBIIIJIEHHUK TMPEACTABIACTCS MO0
POJICTBEHHUKOM MOTEPIIECBIIETO, JIUOO MPECTaBUTEIEM MPABOOXPAHUTEIBLHOIO OpraHa u
COOOIIIAET, YTO JJIsl OCBOOOXKACHUS OT YTOJIOBHOM OTBETCTBEHHOCTH u
HaKa3aHWsi B BUJE JMUIICHUS CBOOOJABl CPOYHO HEOOXOAMMO TMEpenaTh JIECHEKHbIC
cpeacTBa (B3STKY).

Yro ges1aTh B 3TOM CUTYAllUU:

CBsi3aTbCsi ¢ POJICTBEHHUKOM M IPOBEPUTH COOOIIEHHYIO HH(popMmaruto. B ciydae
ecn aOOHEHT HEAOCTYNEH, TO HU B KOEM CiIy4ae HE MPEeANpPUHUMATH JEHCTBUS
Mo Tiepeaue IEHEKHBIX CPEJCTB, COOOIIUTEH O MPOUCXOASIIEM B MPABOOXPAHUTEIHHBIC
OpraHsbl.

Hacrpoiiku KoHGUuIeHIHAJIBLHOCTH B Meccenkepe «Telegram»

B memsx mnpenorBpamienus mocTyrsieHuss 3BOHKOB M CMC  cooOmienuii
B MecceHmkepe «Telegram» OT HEM3BECTHBIX MCTOYHHUKOB HEOOXOAMMO OOECIEeYUTh
COOTBETCTBYIOIIYIO HACTPOWKY KOH(PHUACHIHAIbHOCTU. [l 3TOoro HeoOXxoammo
BBITOJIHUTH CJICIYIOIIUHN MTOPSAI0K AEHCTBUMN.

1. 3anyckaem mnpuioxkenue «Telegram» © mepexoauM B  HACTPOMKH
KOH(UIECHIIUATIBHOCTH
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2. Jlnst 6JIOKMPOBKYU 3BOHKOB U COOOILIEHUH OT HEM3BECTHBIX HOMEPOB B HACTPOIKax
KoHpuaeHunanpHocTU « Telegramy HE0OX0IMMO OrpaHUYUTD KPYT JIUL, KOTOPbIE MOTYT
HaIPaBJIATh COOOIICHHS U OCYIIECTBIIATh 3BOHKH Ha Balll aKKAyHT.

JUis 3TOro B HACTpOlKaXx KOH(PHUIECHIMAIBHOCTH B pas3aeiax «3BOHKH» U
«Coo0u1ieHus» He00X0JMMO YCTAaHOBUTD Pa3peIIeHHs TOJIbKO Ul «KKOHTAKTOB». B aTOM
cllyyae OCYIIECTBISATh 3BOHKM U HampaBisiTh CMC cooOlieHuss B MECCEHIXKEpe
«Telegramy» cMoryT ToJIbKO aOOHEHTHI, YbM HOMEpA TeIe(OHOB 3aMKCcaHbl B TeIeHOHHOM
kHUTe Baiero MoOMJILHOTO YCTpOHCTBA.

Android 10S

& KoHduaeHuManbHoCTb KoHduaeHUnanbHocTs
Y€pHbiN CANCOK

BesonacHocTs B
Koa-naponb u Face ID

06/1a4HbI Naposb
O6nayHblii Naponb

ABTOYAaNeH1e COOGLEHHIA R -
AsToyaanexve coobuienHmin

Kog-napons
Y&pHbIit cncok

YcTpoiicTea
Homep TenepoHa

Bpems 3axona

KoHtugeHuansHocTs

Homep Tenedona

Bpems 3axoaa

®otorpacmuu npopuna

Mepecbinka coobLLeHMi

3BOHKU

lonocosble coobujenHun &

Coo6LueHns

KOHTaKTbl 1 Premiur

®otorpadum npodpuns
Pazpen «O cebe»
Mopapku

[Oata poxaeHus
Mepecsinka coobuieHni
3BOHKM

lonocosbie coobuieHns
CoobueHus

Mpurnawexus
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Hactpoiika n1ByxdakTopHO avreHTH(DHUKATINH

JIs1 TOTIOJIHUTENIPHOM 3alllUThl aKKAYHTOB B COLMANIBHBIX CETAX, MECCEHKepax
W UHBIX HUHTEpPHET pecypcax HEOOXOAMMO HCIOIb30BaTh  JIBYX(PAKTOPHYIO
ayTeHTU(PUKALUIO. DTO MO3BOJIUT MUHUMHU3UPOBATh PUCKU B3JIOMa aKKayHTOB, a TaKXe
MO3BOJIUT 00ECIEYUTh 0€30MaCHOE BOCCTAHOBJICHHE JTOCTYIIA K AKKAYHTY.
Jns HacTpoiku nByxdakTtopHOoW ayreHTU(ukanuu B MecceHmxepe «Telegramy»
HEO0OXOMMO BBITIOJIHUTD CIACAYIOIMIUNA MOPSIIOK IEHCTBUIMA:

1. 3anyckaeM mnpuioxenue «Telegram» u mepexoauM B HACTPOUKHU

KOH(HIeHIIMATTbHOCTH

Android 10S

= A 3
= @ ZORRERIL a y & f’ﬁw Hukonai YepeBnuKkuH 3 3 e
E Y Pasowme® K

(5 ) Mop  MHboses @ 1
YcTaHoBUTL hOTO Npoduns
HuKonaii YepesuukuH
Moit npodunb
AKKayHT

BN R.oE WUl MM MoxIpodwss Ll A

Kowenék (HOSOE
Kowenéx [§EH
- @ncherevichkin
LR M3bpaHHoe
Co3pats rpynny
0 ce6e HefasHue 380HKM

. ©
& - . -
@ N il KoHTaKTb!
L ] YcrpoiicTea

ShoHen HacTpomdt ANKK C HaTamu

WabpaHHoe HacTtpoiku yatos

R Voo, loMNeHus 1 38ykn
HacTpoiiku KoHduaeHuManbHOCTL

@ KoHdupeHumanbHoCTs
YBepr/  eHus 1 3BYKW

Mpurnacuts el
o a [aHHble 1 namMaTs

AaHHble | 'aMATb
BosmMoxHocTH To.egram OdopmneHne

OHeprocéepexenve
P! P SHeprocbepexexne
Manku ¢ yatamu S13bIK

Yetpoitctea

AsbIK

2. Ilepexomum B paznen «OO0Ia4uHbINA TAPOITHY

Android 10S

KOHd)Mp,eHuMaanoch KoHouaeHuuanbHoCcTs
YEpHbii CIMCOK

BeaonacHocT ‘
Koa-naponb 1 Face ID

061a4HbIK Naposb
0O6nayHbIi Naponb
ABTOyAaNeHMe CooBLeHNA X ;
AsToyaanexue coobuieHuin

Kog-napons
YépHbIii crncok

YctpoiicTea
Howmep TenedorHa

Bpems 3axoaa

Torpadum n
KoHdupen Dotorpadpum npodpuns

Homep Tenedona HukTo (+7) Pazpen «O cebe»

Mopapku
Bpems 3axona

[ata poxaexus
Qotorpatuu npoduna

Mepecsbinka coobuieHnit
Mepecbinka cooBLLeHM

3BOHKM

3BOHKU -
lonocosbie coobuieHma
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3. YcranaBnuBaeMm 00JIAYHBIN TAPOITb.

HapOJIB HC AOJKCH OBITH IMPOCTBIM COJACPKATh MMCHA, AATbl POXKACHUA WU WMHBIC
CBCACHUA, KOTOPBIC JICTKO MOKET BBIYMCIINTD 3JIOYMBIIIJICHHHUK.

Co3panue naponsa

qQ@#17954rt

O6nayHbIi naponb

[TpaBMIIBHOE UCTIOIB30BAHUE TIOJCKA3KH JIJIS TTAPOJIS TIO3BOJISET BCIIOMHHUTD JaXKe
CJIO>KHBIN TIApOJTb CITYCTS JJTUTEITHHOE BPEMS.

Jlis  ToBBIICHUS O€30MACHOCTH, a TaKXe YIPOUICHUS BO3MOXKHOCTH
BOCCTAHOBJICHHsSI JIOCTYIla K JIMYHOMY aKKayHTy pPEKOMEHIYeTCs YyKa3aTh JNIHYIO
AJICKTPOHHYIO TIOUTY, HAa KOTOPYIO OYyTyT HAIIPABIISTHCS KOJIBI TOJATBEPIKICHHUS B CIIydae
cOpoca WM CMEHbI TTapoJIsl.

Moackaska OneKTpoHHan nouTa

ivanov@mail.ru

Maponb YCTaHOBNEH
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OO01muMe NPaBuJIa U PEKOMEHIAIMHN M0 CHUKEHUI0 VPOBHS VA3BMMOCTH IepeT
yrpo3amMu ¢o ¢cropoHbl | T-npecrymiienuii

1. CoznmaBaiiTe yHHKaIbHBIE W HAACKHBIC IMAPOJIH, MHOTO(PAKTOPHYIO
ayTeHTU(PUKaLUIO, a Takke OOeCleunuBaiTe perylsapHyl0 CMEHY Maposei
B MECCEHJ/I)KEepaxX, COLMAIbHBIX CETAX, TOCYAApPCTBEHHBIX MOPTajaX U WHBIX UHTEPHET

pecypcax.
! BaxxHO NOMHUTH, 4YTO B3JIOM aKKayHTa B COIMAJbHBIX CETIX MOXKET

OCYIIECTBISATHCS 4Yepe3 TMPHUBSA3aHHYID K HEMYy DOJIEKTPOHHYIO TIOYTYy, MO3TOMY
HEOOXOJMMO OOECHeUnTh HAJEKHYI0O MHApOJbHYIO 3aIIUTy JHUYHOTO 3JIEKTPOHHOTO
MIOYTOBOTO SAITUKA.

2. He mepexoauTe MO CChUIKAM B MHChMAaX WM COOOIICHUAX OT HEM3BECTHBIX
OTHPABUTEIIEN.

3. [IpoBepsiiiTe meranu: omneyaTKd B ajpece caiTa, CTpaHHBIC TOMEHHBIE 30HBI
U OIIMOKH B TEKCTaX — SIBJISIOTCS MPU3HAKAMU BPEIOHOCHBIX CTPAHHUII.

4. He myOnuKyiTe JIMYHBIE JaHHBIE HA TIOJIO3PUTEIBHBIX CATaX, TAKUE KAaK HOMED
TenedoHa, aJipec EKTPOHHOM MOYTHI, HOMEP 0AHKOBCKOM KapThl.

5. He cTtout noBepsaTh cOOOUIEHHUSIM OT HEU3BECTHBIX HOMEPOB, BCETja IPOBEPsIiiTe
HOMEp aboHeHTa, KoTopbld Bam 3BoHuUT wim nuimetr CMC coobiienue.

6. Ucnonp3yiiTe Hafie)kHbIEe ClIaM-(DUIIBTPBI U OMPEACIUTETN HOMEPOB, KOTOPHIE
MIO3BOJIAIOT BBISIBIISITH M OJIOKHPOBATh 3BOHKHU OT MOJIO3PUTEIHHBIX a00OHEHTOB.

Ycnyru anTHCIaMa mpeoCTaBIsIOT OOJIBIIMHCTBO COTOBBIX onepaTopoB. Kpome
TOT0, CYIIECTBYIOT O€30MMaCHbIE CEPBUCHI M TIPUIIOKEHUS TTO3BOJISIFOIINE HACTPOUTH CIIaM
¢wibTp Ha camoM cMapTdone (onmpenenutens HoMmepa ot SAuaekc, Kaspersky Who Calls
U T.J.).

Baxno! He wucmonb3yiiTe cepBUCHI MO OMPEACICHUI0O HOMEPOB TeIe(OHOB,
KOTOpBIC 3allpaliiBalOT W MPEAOCTABISIIOT TEPCOHAJIbHBIC JaHHBIE O BIAAENbIAX
HomepoB tenedonoB («Getcontacty, NumBuster, u 1.1.). Mcnons3oBaHne MOJOMHBIX
MPWIOKEHUN W CEPBUCOB TO3BOJISIET 3JIOYMBINUJICHHUKAM HWIAEeHTU(UIIMPOBaTh Bain
HOMEp TenedoHa, a Takke HoMmepa TenedOHOB, 3alUCAHHBIX B TeIe(OHHOW KHHUTE
Bamero cmaprdona.

7. [leppoinuecku MPOBEPSIUTE CBOM ra/pKET Ha HAJTUYNe BUPYCOB U BPEIOHOCHBIX
nporpamm. [Ipu obHapyxeHnH, X HE0OOXOIUMO BBUICUUTh U 00€3BPEIUTD.

8.Ilpu moTepe WM KOMIIPOMETAIlUM JaHHBIX CBOEW OaHKOBCKOM KapThl,
HE00X0AMMO 00paTuThCA B OaHK U 3a0J10KkHpoBaTh Kapty. He 3a0biBaiiTe nmepuoandecku
clieuTh 3a Barieli 6aHKOBCKOW aKTHMBHOCTBIO. B cilydae BBISIBICHUS MOAO3PUTEIHHBIX
omepaiiuii, KoTopbie Bel He coBepiiaivi, HEOOX0IUMO 0OPATUTHCS B OAHK.
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BAKHO 3HATD!!!

Hcnonb3yembie MOIIEHHUKAMU CXEMbI TTOCTOSTHHO MEHSIIOTCS, «II0JICTPAUBASCHY
noJi OOIIECTBEHHO-TIOIUTHYECKYI0 OOCTaHOBKY, 3HAUHMMBbIE COOBITHUSI B TOCYJIapCTBE.
PacnipocTpaHeHbl Takke CIEeTYIOUIUE CIIOCOOBI:

- oOMaH BO BpeMs KaMMaHHUM IO CJayde HaJIOrOBBIX JAeKiIapanuid (MOCTyIUICHUE
NUCbMa OT 3JIOYMBIIUICHHUKOB Ha DJIEKTPOHHYIO IOYTY OT SAKOOBI COTPYJHUKOB
HAJIOTOBOM CITy>KObI C TpeOOBaHUEM NIPEJICTABUTD JICKJIAPAIMIO 110 CIEIUATBHON CChUIKE
Ipy MepexoJie Ha KOTOPYI0 HEOOXOJAMMO BBECTH JIMYHBIC JaHHBIE U PEKBU3UTHI
OAHKOBCKOW KapThl SIKOOBI IS UICHTU(DUKAIIMN HATOTOIUIATEIIbIINKA);

- XHIIEHUE JCHET W UMYIIECTBA MO MPEIIOTOM OOHOBJICHHUS OaHKHOT (3BOHOK
OT MOIIICHHUKOB C YKa3aHHUEM O HEOOXOJUMOCTH MPOBEPKH MOJJIMHHOCTH OaHKHOT
banka Poccuu, ajist uero yoexx1aroT yCTaHOBUTh CTOPOHHEE MPUIIOKEHUE, TTOCPEACTBOM
KOTOPOTr0 MOJY4YarT YAAJICHHBIM JOCTYyN K TeledOHY KEPTBbI; TAKKE HMCIOJIb3YEeTCs
MOKBAaPTUPHBIN 00X0/ OT IKOOBI CIIEIIUATMCTOB COIUATIBHBIX CITYKO, KOTOPhIE YOSKIAI0T
OOMEHSATDH JIEHEKHBIE KYMIOPbI HA TOJIEIbHBIC);

- WUCIIOJb30BaHUE JIOKHBIX AaKKayHTOB pykoBoauteneld banka Poccuw,
MIPABOOXPAHUTENBHBIX OPraHOB, OPraHOB MPOKYpaTypbl, COJAEPKAIIUX pPEalbHbIC
JTAHHBIE, B3SAThIC U3 OTKPBITHIX HCTOYHUKOB ((paMUJINIO, UMSI, OTYECTBO, (GOTO);

- coo0IIIeHNE KIIMEHTaM 0aHKOB 00 yTeUKe MEPCOHAIBHBIX JaHHBIX;

- oOeIanne MoMo4b ¢ KOMIIEHCAINE paHee MOXUILEHHBIX JICHET;

- 00MeH Ka1Ibeka Ha pyouiu;

- coobmieHuss ¢ odpunuaibHOro 6otra «COBETHI MO OE30MACHOCTH» O SKOOBI
npeACcTosIIeH OJIOKUPOBKE aKKayHTa U3-3a «MOIICHHUYECKUX JeHCcTBU». OHU TpeOyIoT
neperTy mo cchuike B «CUCTEMHBIN LIEHTP» MJi1 MPOBEPKH, MOCIE YEro Balll aKKayHT
MOXET OBITh B3JIOMaH U YKPAJICH.

JluHaMuKa pacnpoCTPaHEHHsS [JIaHHBIX BHUIOB TMPECTYIUICHUNW TPEeACTaBIsSCT
JATEHTHYIO YIpO3y MEXKPETrHOHAIBLHOTO XapakTepa, B OTOM CBSI3U  CO3/IaHUE
3 PEKTUBHOTO MPOTUBOACHCTBUS SIBISETCS OJHOW W3 MEPBOCTENEHHBIX 3ajad s
MIPABOOXPAHUTENBHBIX OPTAHOB PETHOHA.

BYJIAbBTE B/IUTEJIbHbI!!!

03.02.2025



